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VIRGINIA CYBER SECURITY PARTNERSHIP 

• The mission of the Virginia Cyber Security 
Partnership (VCSP) is to establish and maintain a 
trusted community of public and private sector cyber 
professionals.  The Partnership leverages our 
collective experience and knowledge, promotes 
mutually beneficial information sharing and fosters 
professional development.  This mission seeks to 
advance our nation’s interests. 

 
 

 

 



WHY ARE WE HERE? 

• Mutual Interests 

 

• Resources that can be leveraged 

 

• Working together beats working alone 
 

 

 

 



MISSION OBJECTIVES 

• Skills Enhancement  

 

•  Risk Management Best Practices  

 

•  Threat Information Sharing  

 

•  Resource Development Pipeline  

 

•  Community Outreach  
 

 

 

 



WHO ARE WE? 



1995: 
16 million Internet users Now: 
More than 2.4+ Billion Internet users 



EXPLOITATION OF TRUST 

• Trusted Email 
– Inbound e-mail trusted, exploited by “Spear Phishing” 

• Trusted Internet Websites 
– Cross site scripting, remote code execution 

• Trusted Applications 
– Un-patched program vulnerabilities, e.g. PDF, Word, Excel exploits 

– Unauthorized software, e.g. media player 

• Trusted Business Relationships 
– Subcontractors and/or peer connections 

– Mergers, business partnerships, etc. 

• Trust of Internal Networks 
– Authentication performed externally 

– “Internal” users assumed to be 

• Use of ‘Valid’ Credentials 
 



The Cyber Threatscape 
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UNCLASSIFIED 

UNCLASSIFIED 

Hacktivist 

Computer 
network 

exploitation or 
attack to 

advance a 
political or social 

cause 

Dismantled the 
LulzSec  
conspiracy 

Executed 
multiple phases 
of Operation 
Shattered Mask, 
78 int’l arrests 

Criminal 

Financially-
motivated 
criminal 

enterprises 
conducting 
computer 
intrusions 

Operation Card 
Shop takedown, 
multiple website 
shutdowns and 
27 int’l arrests, 
June 2012 

Operation Ghost 
Click, Jan. 2012 

Espionage 

Nation-state 
actors 

conducting  
computer 

intrusions to 
illegally obtain 

information 

Classified 

Terrorist 

Use of computer 
network attack 

by terrorist 
groups to harm 
the U.S. critical 
infrastructure 

 

Classified 

 

Warfare 

Nation-state 
actors using 

computer 
network 

operations to 
commit sabotage 
or disrupt critical 

systems 

Classified 

Cyber Threats 



Silk Road – “Ebay of Vice” 

• Bitcoin-based digital black 

market for drugs 

• Addiction journal, nearly 20 

percent of drug consumers in the 

U.S. used narcotics bought on 

Silk Road 

• Also hacking tools, fake ID’s, 

passports, drivers licenses, 

social security card, etc 

• Ross Ulbricht aka Dread Pirate 

Robers convicted and faces life 

in prison 

 

 

 

 



UNCLASSIFIED 

Virginia Victims – 

385 identified 

following disruption. 



Cyber Threats: Spies to Hackers 



CAREERS IN CYBER SECURITY 



HOW DO CYBER JOBS COMPARE? 

• Ninth Highest Paying Job in the US 

– Computer and Information Systems Manager 
• Avg. Starting Salary:  $59,221 

• Avg. Annual Salary:  $126,190  

• Median Personal Income with Bachelor’s Degree:  $43,143 

• Among Top 10 Jobs 

– Computer Programmer - #9 

– Computer Systems Analyst - #7 

– Web Developer - #6 

– Database Administrator - #5 

– Software Developer - #2 
Source: cnbc.com/id/47984925/page/9 

Source: money.usnews.com/money/careers/slideshows/the-10-best-jobs/11 

 



CYBER SECRUITY CAREERS 

• Key Character Traits 

– Integrity, Leadership, Strong Work Ethic, Results Oriented 

– Teamwork and Collaboration 

• Essential Skills 

– Critical Thinking, Time Management, Organization, 

Communication (Oral and Written), Analytical / Troubleshooting 

• Career Paths 

– Risk Management 

• Policy, Strategy, Regulatory Compliance, Security Investigations 

– Threat and Incident Management 

– Security Operations 

• Perimeter Protection, Malware Protection, Technical Policy Enforcement 

• Cyber Security Operations Center Monitoring and Analysis 

 
 

 



SELF-DEVELOPMENT 

• AF National High School Cyber Defense Competition 
– www.uscyberpatriot.org 

• DHS Scholarships, Fellowships, Internships and Training 
– http://www.dhs.gov/student-opportunities-0 

• CSAW High School Cyber Forensics Challenge 
– www.poly.edu/csaw2012 

• US Cyber Challenge – The Governors Cyber Challenge 
– www.technology.virginia.gov/CyberChallenge 

• Maryland Cyber Challenge 
– www.fbcinc.com/e/cybermdconference/challenge 

• Cyber Security Partnership Capture the Flag 
– Coming Soon!! 
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WHAT THE CSP CAN DO FOR YOU 

• Mentorship  

• Training 

• Letters of Recommendations 

• Internship opportunities 

• Job’s after college 

• Information on new technology  

 




