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The Enigma Machine code breaking
capabilities advanced by the British
at Bletchley Park were Instrumental
in saving Western Civilization........




What is Cyber Security?
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How Fast is the Problem Growing?

U.S. companies and public sector units
raised computer security spend to an
estimated $89.1 billion in the fiscal year

ending October 2013, more than double the
2006 level.

Global security mcidents

(GSISS 2015)

Global smartphone users
{aMarketar)

Sources: Price Waterhouse Coopers Global Information Security Survey 2015,
Ponemon Institute, analyzed by Bloomberg.
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Company Size affects Rates of Attack
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US Critical Infrastructure — 2014 Reported Attacks

Communications 14, 6% » Unauthorized access and exploitation of
O e o - ’ Internet facing ICS/Supervisory Control
and Data Acquisition (SCADA) devices

Unknown 6, 2%
Water 14, 6%

Transportation 12, 5% > Exploitation of zero-day vulnerabilities in

control system devices and software

Nuclear 6, 2% Y
Information Technology 5, 2% == < Critical )
J\\|[/ Manufacturing > Malware infections within air-gapped
Healthcare 15, 6% 65, 27%

control system networks

Government Facilities 13, 5%

— 4 » SQL injection via exploitation of web
Finance 3, 1% Energy 79, 32%

Food and Ag 2, 1% application vulnerabilities
» Network scanning and probing
Figure 1. FY 2014 incidents reported by sector (245 total). » Lateral movement between network zones
» Targeted spear-phishing campaigns
40% of these Attacks had No Known > Strategic web site compromises (a.k.a.,

Access Vector watering hole attacks.)

Source: Department of Homeland Security, 2014 Data 6
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http://www.m2mnow.biz/wp-content/uploads/2015/03/Security.ICS-CERT_Monitor.crop_.jpg

Sources of Threats - 2013 vs 2014
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Where do Attacks Surface?
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Where do Attacks Surface?

Industrial Control Systems
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The NIST Cybersecurity Framework

President 1ssued Executive Order 13636, “Improving
Critical Infrastructure Cybersecurity,” on February 12, 2013

NIST created a voluntary, collaborative Framework for use
by the Nation on February 12, 2014

Source: NIST Cyber Security Framework version 1.0 10
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Framework Details - think 1ISO 9000

Funmctiom Category
LUinilgue Fumnctiomn Umigque Catemory
Identifier Identifer

Iy A Asset Management
I BE Business Environment

[dentify [y G Gowvernance
IR Risk Assessment
I R Risk Management Strategoy
PR.AC Avccess Control
PE.AT Avwareness and Training

Protect PER. DS Data Security
PRE.IF Information Protection Processes and Procedures
PR _MLA Maintenance
PR.PT Protective Technology
DE.AE Anomalies and Events

Detect DE_CM Security Continuous Monitoring

DE.DP Detection Processes
RS RP Response Planming
R&S.CO Communications

Respond RS_AM Analvsis
RS. M MAitigation
RS IM Improvements
RC. R Recovery Plannming

Recover RO 1M Improvements
RO OO Communications

Source: NIST Cyber Security Framework version 1.0 11
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Job Growth in Cyber Security

What is the projection for security staffing over the next 12 months?
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How many years of experience do you have in IT security?

7.6%
16.6%

10.2%

=0-3
"4-6
=7-10
=11-15
= 16-20
=20+

22.6%

23.2%

Figure 6. Respondents’ Years of Experience

Source: SANS survey, May 2014

With 35% of
companies reporting
> 10% annual staff
additions, and 60%

of professionals with
less than 10 years
experience, growth
will be rapid in the
future

12
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Job Titles and Salaries

Job Title

Security analyst ]

Security engineer or architect

Security director or manager ]

IT director or

Other

CISOICSO

Systems administrator
Metwork architect or engineer
Forensics investigator
Auditor

ar i

¥ =.

Penetration tester

Network administrator

Security Officer (IS0, 1SS0, F50) / Administrator
Consultant

Risk manager or officer

Application developer

CIO/CTO/Other Cevel staff

Compliance manager or officer

Full-ime student of IT or security

J

0

"

£
@
&

Source: SANS survey, May 2014

Percentage

Salary Range

Avg. Annual Income

exceeds $102,000

25%

20%

15% -

10%

8% A

0%

Under 540,000 [l

$40,000-$58,999

$60,000-$79,999

$80,000-$99,999

$100,000-$119,999

$120,000-$139,999

$140,000-$159,999

$160,000-$179,999 [l

$180,000-$199,999 |1

$200,000-$219,999 [J

$220,000-$249,999 |

$250,000-349,999 ||

More than $350,000 |

13
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W h at D ri VesS S Uuccess ? Table 6. Value Proposition of Certification

Value Tier Certification

What are the biggest contributing factors to your career success so far? First GIAC Security Expert (GSE)

ISC(2) Certified Information Systems Security Professional (CISSP)

Security certifications

Second GIAC Certified Forensics Analyst (GCFA)

Continued education GIAC Penetration Tester (GPEN)
Networking—peers and peer groups GIAC Industrial Cyber Security Professional (GICSP)

Development or operational background Third GIAC Certified Incident Handler (GCIH)
| ISACA Certified Information Systems Auditor (CISA)
GIAC Security Essentials Certification (GSEC)

Specialization

Bachelor-level degree in technically related field

Master's or higher in technology [INNNERENE

Military training/experience (received while enlisted) | NNEEREGE

GIAC Certified Intrusion Analyst (GCIA)

GIAC Security Leadership Certification (GSLC)

Fourth CompTIA Security+

Other _— ISC(2) Certified Cyber Forensics Professional (CCFP)
Master's or higher in business [N EC-Council Certified Ethical Hacker (CEH)
Bachelor's in business [ Cisco Certified Network Professional (CCNP)

Cisco Certified Security Professional (CCSP)

Business certifications [

0% 10% 20% 30% 40% 50% 60% | Highest Level of Education

m High school diploma

= Some college or technical School
i ¥ Associate's (2-year) degree

= Bachelor's (4-year) degree

» Some graduate studies

» Master's degree or MBA

" PhD, JD, or equivalent

Source: SANS survey, May 2014
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Why Virginia?

57 Higher Ed
Institutions

- | offer Quality

I'T degrees

%\.




N nnovate.  compete.  grow

Thank You.

www.genedge.org
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