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Execu&ve	
  Order	
  Number	
  8	
  

•  Iden&fy	
  high	
  risk	
  cyber	
  security	
  issues	
  facing	
  COV.	
  
•  Provide	
  advice	
  and	
  recommenda&ons	
  to	
  secure	
  COV	
  networks,	
  

systems,	
  and	
  data.	
  
•  Suggest	
  cyber	
  security	
  elements	
  for	
  COV	
  Emergency	
  Management	
  

and	
  Disaster	
  Response	
  capabili&es.	
  
•  Offer	
  sugges&ons	
  for	
  promo&ng	
  Cyber	
  awareness	
  for	
  ci&zens,	
  

business,	
  and	
  government	
  en&&es.	
  
•  Present	
  recommenda&ons	
  for	
  educa&onal	
  &	
  training	
  programs	
  to	
  

create	
  a	
  pipeline	
  of	
  cyber	
  security	
  professionals.	
  
•  Offer	
  strategies	
  to	
  advance	
  private	
  sector	
  cyber	
  security	
  economic	
  

development	
  opportuni&es	
  throughout	
  COV.	
  
	
  
“Make	
  this	
  Commonwealth	
  the	
  world’s	
  	
  leader	
  in	
  Cyber	
  Security”	
  	
  	
  Governor	
  Terry	
  McAuliffe	
  



Core	
  Commission	
  Members	
  

•  Richard	
  Clarke,	
  Co-­‐Chair,	
  Chairman	
  &	
  CEO	
  Good	
  Harbor	
  Inc.	
  

•  Karen	
  Jackson,	
  Co-­‐Chair,	
  COV	
  Secretary	
  of	
  Technology	
  

•  John	
  Harvey,	
  COV	
  Secretary	
  of	
  Veterans	
  and	
  Defense	
  Affairs	
  

•  Anne	
  Holton,	
  COV	
  Secretary	
  of	
  Educa&on	
  

•  Dr.	
  Bill	
  Hazel,	
  COV	
  Secretary	
  of	
  Health	
  and	
  Human	
  Resources	
  

•  Maurice	
  Jones,	
  COV	
  Secretary	
  of	
  Commerce	
  and	
  Trade	
  

•  Brian	
  Moran,	
  COV	
  Secretary	
  of	
  Public	
  Safety	
  and	
  Homeland	
  Security	
  

•  Rhonda	
  Eldridge,	
  Director	
  of	
  Engineering,	
  Technica	
  Corpora&on	
  

•  Jennifer	
  Bisceglie,	
  President	
  and	
  CEO	
  Interos	
  Solu&ons	
  Inc	
  



Core	
  Commission	
  Members	
  
•  Dr.	
  Barry	
  Horowitz,	
  Munster	
  Professor	
  and	
  Chair	
  of	
  Systems	
  and	
  

Informa&on	
  Engineering	
  Department,	
  University	
  of	
  Virginia	
  

•  Paul	
  Tiao,	
  ATorney	
  and	
  Partner	
  at	
  Hunton	
  and	
  Williams	
  LLP	
  

•  Andrew	
  Turner,	
  Vice	
  President	
  and	
  Head	
  of	
  Global	
  Security,	
  VISA	
  

•  Jeffrey	
  Dodson,	
  Global	
  Chief	
  Informa&on	
  Security	
  Officer,	
  BAE	
  Systems	
  

•  Jandria	
  Alexander,	
  Principal	
  Director	
  of	
  Cyber	
  Security,	
  Aerospace	
  

Company	
  

•  Elizabeth	
  Hight,	
  Rear	
  Admiral	
  USN	
  (ret),	
  prior	
  deputy	
  DISA	
  and	
  VP	
  HewleT	
  

Packard	
  Public	
  Sector	
  Cyber	
  Security	
  Prac&ce.	
  

•  John	
  Wood,	
  CEO	
  and	
  Chairman	
  of	
  the	
  Board,	
  Telos	
  Corp.	
  

•  Paul	
  Kurtz,	
  Chief	
  Strategy	
  Officer	
  at	
  CyberPoint	
  



Working	
  Groups	
  

Cyber	
  Infrastructure	
  &	
  Network	
  ProtecRon:	
  	
  	
  	
  Paul	
  Kurtz	
  –	
  Chair	
  
	
  
Economic	
  Development:	
  	
  	
  Barry	
  Horowitz	
  –	
  Chair	
  
	
  
Public	
  Awareness:	
  	
  	
  Jennifer	
  Bisceglie	
  –	
  Chair	
  
	
  
EducaRon	
  &	
  Workforce:	
  	
  	
  Andrew	
  Turner	
  –	
  Chair	
  
	
  
Cyber	
  Crime:	
  	
  Paul	
  Tiao	
  -­‐	
  Chair	
  
	
  
	
  



Working	
  Group	
  Missions	
  &	
  Scope	
  

•  Cyber	
  Infrastructure.	
  	
  Review	
  the	
  adequacy	
  of	
  the	
  security	
  of	
  the	
  Commonwealth	
  
government’s	
  networks	
  and	
  make	
  recommenda&ons	
  for	
  improvements;	
  review	
  the	
  
cyber	
  security	
  of	
  privately	
  owned	
  and	
  operated	
  cri&cal	
  infrastructure	
  and	
  make	
  
recommenda&ons	
  for	
  improvement.	
  

•  Economic	
  Development.	
  Review	
  and	
  recommend	
  Virginia’s	
  investment	
  in	
  
cybersecurity	
  technologies	
  (MACH37),	
  iden&fy	
  methods	
  to	
  provide	
  needed	
  
cybersecurity	
  to	
  small	
  businesses	
  within	
  Virginia,	
  recommend	
  economic	
  benefits	
  that	
  
can	
  be	
  provided	
  to	
  cybersecurity	
  technologies	
  companies	
  that	
  operate	
  in	
  Virginia	
  and	
  
companies	
  that	
  improve	
  their	
  cybersecurity	
  within	
  Virginia,	
  promote	
  Virginia	
  as	
  the	
  ideal	
  
loca&on	
  for	
  a	
  federal	
  cyber	
  campus.	
  

•  Public	
  Awareness.	
  Iden&fy	
  ways	
  to	
  provide	
  best	
  prac&ces	
  and	
  informa&on	
  to	
  Virginia	
  
ci&zens,	
  recommend	
  best	
  prac&ces	
  to	
  small	
  and	
  medium	
  businesses	
  within	
  Virginia,	
  and	
  
recommend	
  public	
  campaigns	
  to	
  improve	
  awareness	
  of	
  cybersecurity	
  in	
  Virginia	
  to	
  build	
  
a	
  strong	
  cybersecurity	
  culture.	
  



Working	
  Group	
  Missions	
  &	
  Scope	
  

•  EducaRon	
  and	
  Workforce.	
  	
  	
  Iden&fy	
  skills	
  to	
  be	
  taught	
  that	
  will	
  make	
  Virginia	
  
ci&zens	
  best-­‐in-­‐class	
  for	
  cyber	
  security	
  jobs	
  and	
  coordinate	
  between	
  educa&on	
  and	
  
private	
  sectors	
  to	
  ensure	
  job	
  opportuni&es	
  upon	
  comple&on	
  of	
  degree,	
  iden&fy	
  cyber	
  
educa&onal	
  opportuni&es	
  for	
  K-­‐12	
  children,	
  advise	
  Virginia	
  state	
  universi&es	
  and	
  
community	
  colleges	
  on	
  developing	
  cyber	
  security	
  classes,	
  programs,	
  and	
  degree	
  
opportuni&es	
  for	
  Virginia	
  residents.	
  
	
  

•  Cyber	
  Crime.	
  	
  Review	
  exis&ng	
  state	
  statutes	
  governing	
  crimes	
  in	
  cyberspace	
  for	
  
improvements	
  to	
  types	
  of	
  criminal	
  ac&vity	
  covered	
  by	
  Virginia	
  law	
  and	
  penal&es	
  
associated	
  with	
  par&cular	
  ac&vi&es,	
  improve	
  coordina&on	
  between	
  private	
  sector	
  and	
  
law	
  enforcement	
  on	
  informa&on	
  sharing	
  and	
  prosecu&on	
  of	
  cyber	
  crimes.	
  



Work	
  Group	
  Ac&vi&es	
  
June	
  2014	
  to	
  February	
  2015	
  

	
  

Panel	
  Discussion	
  



QuesRons?	
  



Follow	
  Cyber	
  Commission	
  and	
  Work	
  Group	
  AcRviRes	
  

hXp://cyberva.virginia.gov/	
  


