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Cyber Crime Work Group



Group Proposals

VSP Cyber Resource Needs
OAG Legislative Amendments

§19.2-70.3
y19.2-10.2
VSP Legislative Amendments

§19.2-53



State Police Cyber Resource Needs

Cyber Positions
Two Digital Evidence Examiner Positions
Two Civilian Analyst Positions

Seven Agents

For combating cyber and cyber facilitated criminal
activity, and field triage of digital media

Surveillance Agent for the Technical Support
Section
Richmond Virginia

Roughly $1,850,000 total cost



OAG Cyber Crime Amendments

§19.2-70.3
Governs procedures for obtaining electronic evidence
and their admission to court

Would amend to allow an ISP who is providing the
material to authenticate emails via affidavit
§19.2-10.2

Allows law enforcement to obtain customer
subscriber information from ISP's via administrative
subpoenas ONLY in child exploitation investigations

Amendment would seal the subpoena to prevent the
ISP from tipping off the suspect offender



State Police Legislative

Amendment

Y19.2-53
Governs what may be searched and seized
Amendment would clarify that the initial search
warrant which authorizes the lawful seizure of
digital evidence, includes the collection of such
evidence from the piece of media at or away from
the initial scene

Clears confusion as to whether a second warrant is
required
Does not expand law enforcement authority



Questions?



