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Mission of the Working Group

The Commission created and assigned the following mission to the Cyber Crime Working Group:

Review existing state statutes governing crimes in cyberspace for improvements to types of criminal activity covered by Virginia law and penalties associated with particular activities, improve coordination between private sector and law enforcement on information sharing and prosecution of cyber crimes.

Initial Work Plan

The Cyber Crime Working Group plans to execute its mission by:

1. Conducting a review of existing cyber related Commonwealth statutes for gaps in the law, and evaluating potential legislative solutions.

[bookmark: _GoBack]The Working Group will evaluate the Computer Crimes Act, the Child Exploitation Act, the Data Breach Notification Act [*check], and other Commonwealth statutes in light of the current cybersecurity environment to determine whether there are gaps in the law that require attention.  To the extent that the Working Group identifies any gaps, it will examine and may propose possible legislative solutions.

In conducting this review, the Working Group will seek input from the VA Attorney General’s Office, the VA State Police, the VA Office of Public Safety and Homeland Security, local law enforcement offices, the legal community, non-profit organizations, academia, and other stakeholders. 

2. Conducting a review of current Commonwealth resources for investigating and prosecuting cyber intrusions and cyber-enabled crimes, identifying needs, and evaluating potential solutions.

The Working Group will evaluate current levels of resources, personnel and training for the investigation and prosecution of cyber intrusions and cyber-enabled crimes in light of the current cybersecurity environment to determine whether there are gaps that require attention.  To the extent that the Working Group identifies any gaps, it will examine and may propose possible solutions.

In conducting this review, the Working Group will seek input from the VA State Police, the VA Attorney General’s Office, the VA Office of Public Safety and Homeland Security, local law enforcement offices, the legal community, non-profit organizations, academia, and other stakeholders.

3. Assessing existing cybersecurity information sharing and collaboration programs across citizens, businesses, the Commonwealth, and the federal government, and identifying potential areas for improvement.

The Working Group will review current public and private sector critical infrastructure  cybersecurity information-sharing and collaboration efforts in the Commonwealth in light of the current cybersecurity environment.  To the extent that it identifies potential areas for improvement, the Working Group will examine and may propose an increase in resources, new or expanded programs, or other solutions. 

In conducting this review, the Working Group will seek input from the VA Office of Public Safety and Homeland Security, VA State Police, the federal government, local law enforcement offices, companies that own or operate critical infrastructure in the Commonwealth, cybersecurity service providers in the Commonwealth, non-profit organizations, academia, and other stakeholders.  
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