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OnLine Consumer Protection

 Most individuals maintain online
accounts with a multitude of vendors

« Each account is a potential weak point
that could be exploited for identity theft

« CSDII will provide users the option of
creating a unified, verified, highly secure
online credential
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Cross Sector Digital ldentity
Initiative (CSDII)

« Strengthens a low-end credential (i.e., a
Facebook logon) using DMV and other third
party attributes/multi-factor authentication

« Strengthened federated credential trusted by
participating retailers, banks, healthcare orgs,
governments, etc. (Single Sign-On model)

* Pilot funded by federal NSTIC grant and
administered by the American Association of
Motor Vehicle Administrators (AAMVA)

« NSTIC = enhanced privacy and security
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CSDIl (cont’)

* |Inova Health Systems is the first Relying Party
In the pilot which begins the end of June 2014
for both patients and providers

 Participation Is voluntary
« Consortium members include COV, AAMVA,
Microsoft, CA Technologies, and BioSig-ID

 Digital credential to be eventually issued to
citizens by Virginia DMV for a fee (covered
initially by pilot funds)
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Commonwealth Authentication
Services (CAS)

« Enterprise identity system for use by all
participating agencies to authenticate citizens
desiring online COV services

o Utllizes DMV data for attribute verification

* Initially funded by CMS for state Medicaid
Information Technology Architecture project
(MITA) for greater operational efficiency
and a reduction in fraud and abuse

* In production with Department of Social
Services’ CommonHelp Portal since 10/1/13
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Questions?

dave.burhop@dmv.virginia.gov
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